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Abstract. This article proposes a message format for sharing information be-
tween Computer Security Incident Response Team (CSIRTs) and Intrusion De-

tection Systems (IDSs), aiming the achievement of an automatic update of the

response actiond data base in IDSs, based on restrictive short-term measures

suggested in security alerts issued by CSIRTs. This model is based on Web ser-

vices and Extensible Markup Language (XML) technologies. It is also pre-

sented a data format to these security alerts as an extension of the Common

Alerting Protocol.
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1 Introduction

Intrusion Detection Systems (IDSs) are systems composed of software or hardware
hich automate the monitoring process of events that occur in a computing system or
network, with the aim of identifying signs of security problems [1].

Mechanisms which allow exchanging information between IDSs and Computer
Security Incident Response Team (CSIRTs) are necessary. Thus, a better understand-
ing of events surrounding the protected domain, allowing that prevention and re-
sponse measures are taken.

In this work it is proposed a model for sharing information between CSIRTs and

IDSs, aiming to make possible for IDSs to update automatically its response action
data base, based on short-term restrictive measures suggested in security alert issued
by CSIRTs, using Web services [10] and XML [9] technologies.

The rest of this article is organized this way: Section 2 presents general informa-
tion about Common Intrusion Detection Framework (CIDF) and Common Alerting

Protocol (CAP) which have been used as a basis for this article. In section 3, the ar-

chitecture model for IDSs, as well as its requirements and functionalities. Section 4

presents a model proposal for sharing information between CSIRTs and IDSs, where

a proposal for coding the security alerts in XML is presented. In section 5, the imple-

mentation and tests are described; in section 6, the conclusions are presented.
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prototype of CSRIT which processes them and in case there was a new alert, it was

sent to NIDIA in XML format.

After that, intrusion tests were made on the network protected by NIDIA. As soon

as the invasions were detected, the system controller agent responded according to the

data updated and stored in RADB.

6 Conclusion

With daily discovery of new threats and vulnerabilities in computing systems, updat-

ing IDS becomes a constant worry.
inform how to Actions

This work proposes to
keep the Response Data Base

(RADB) updated through information share between IDSs and CSIRTs.

However, in order to occur this information share it
 is necessary a standard to for-

mat the alert data, which was proposed as an extension of Common Alerting Protocol

(CAP).

Using prototypes, based on society of intelligent agents, Web services and Exten-

sible Markup Language - XML technologies, it was possible establish information

share and keep the RADB update, which proves viability of the model herein pre-

sented.
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